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(Vulnerability Assessment) Ingthuadildlullunsnaaeuianzssuu (Penetration Testing) Litoszyuazuflyzes
Tmifienagnlond sunadnvazmanalanuiidmun
1.2 Ihmstindeunaznegeuuwnunisiuilouaznevaussisanauiulaiues (Cyber Dril) lng
Fraesanuminisdssmiuidmiiiives BAM Afmihifuiaveulunisilowaznouaussfonnaudiulaued aw
audnuazyamadamuiidinun Weussdiuanumieuvewimihilumsiviieuazmevaussioanausluives
1.3 Inhmameaeuanuasevinimssnuleiuesliiugnang wiinau fu3ms wazanenIsuns
U3EMYDI BAM #2838n15 Phishing Drill muaadnvazmamadanuiiivun iedsuliussduamnunszuiinives
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22 Uszifiuaudeeiienatindu luseninanisdndunisasiaaeudeding (Vulnerability
Assessment) M3 anAaea U sEUUASALIA Tnefvualidnsdndiduanndsuaskansenuiussuuansaumne
94 BAM 1ngfiansanannuszianvesnindes seiuanuulssvesnuided wagnanssnuresauides
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2.4 FavhurunisdeaswasUssauauiugniieivesiunisufufnululasmnis,
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3. flauenAdesdausryus A uuinnuYes BAM 1ileAnauaiudunimiediiauenanis
sidunuetetosdunviay 1 ads aefinse vieiomnisussauddelud
3.1 anuen1sasiuauedasinisy Weuiuununisaniue (Project Timeline)
32 uildriiunisudnasaludUnvifinaun (Completed items)
3.3 amﬁagﬂjiwfmﬁ%ﬁumi (On-going items)
3.4 uigdidunsludamidaly (Plan for next week)
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4. flauenadesdaliliunislulasenis vesfazduiifnu lnefiswazBoaviiniiua
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4.3.1 nguypansiifiRnululasenis dedduusematotsaina szduidonngy

(Level Expert) 5aiuagnetios 1 519013 naslieuii lage1sdeain Security Certification Roadmap

(https://pauljerimy.com/security-certification-roadmap/) 91NN155U58NIFIURIBLUY

4.3.1.1 GXPN (GIAC Exploit Researcher and Advanced Penetration Tester)
4.3.1.2 OSCE3 (Offensive Security Certified Expert3)
4.3.1.3 GREM (GIAC Reverse Engineering Malware)
4.3.1.4 OSWE (Offensive Security Web Expert)
4.3.1.5 CISM (Certified Information Security Manage)
4.3.2 nguypansiifiRnululasenis dedlduusemadotasaina szdunans (Level
Intermediate) 5 UOE9LDE 4 57917 NIBLEULN 1nBe19899n Security Certification Roadmap

(https://pauljerimy.com/security-certification-roadmap/) 91nN335UsOMRTHIURO LU

4.3.2.1 CSSLP (Certified Secure Software Lifecycle Professional)

4.3.2.2 CDPSE (Certified Data Privacy Solutions Engineer)

4.3.2.3 CISA (Certified Information Systems Auditor)

4.3.2.4 GPEN (Certified Penetration Tester)

4.3.2.5 GWAPT (GIAC Web Application Penetration Tester)

4.3.2.6 eCPPT (eLearnSecurity Certified Professional Penetration Tester)
4.3.2.7 eMAPT (elLearnSecurity Mobile Application Penetration Tester)
4.3.2.8 eWPT (eLearnSecurity Web application Penetration Tester)
4.3.2.9 OSCP (Offensive Security Certified Professional)

4.3.2.10 CPEH (Certified Professional Ethical Hacker)

4.3.2.11 SP (Certified Information Systems Security Professional)

4.3.3 nquypansiinufiRalulasenis dedlasudsenmatiednsaina seAusudu (Level
Beginner) s1fuogsioy 2 918013 WeoLfiBuvin 81989910 Security Certification Roadmap

(https://pauljerimy.com/security-certification-roadmap/) 91nN335UsORTH UM LU

4.3.3.1 CompTIA Security+

4.3.3.2 CompTIA CySA+

4.3.3.3 CompTIA Pentest+

4.3.3.4 CEH (Certified Ethical Hacker)

4.3.3.5 OPSE (OSSTMM Professional Security Expert)
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Usgnaunae Network, System, Storage, Database, Container, Application Lﬂ%‘laﬂﬂauﬁimaﬂmﬂdw (Server)
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1.2 andun1sMAgaunIsia1EsEUUANNATOY8A18UBN (External Penetration Testing) ICEIORE
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nel# Domain BAM wienelddeszuvansaumaves BAM atiumslaglidliteyaszuuinievie/ssuuasauna
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\AL 30 URL/ IP Addresses tnaid i BAM %LL%’Q%@:@%UU%SWU URL/ IP Addresses lvifugnagauniu
ﬂiamwsnm/umumam"wLﬁumuﬁmqé&auammﬁmwﬂ,i
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WUV Ethical Hacking fhemsideusiessuuiedatnevas BAM S1unuliiiu 200 URL/ IP Addresses Tneidwitiil BAM
szudstoyaszuudeszuu URL/ IP Addresses liifugmagoumunseuszzia/usumssidunuiivnagiauesian
mmunll
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NTOUANTUNITIAVINIIHNUNANITNAADULINETEUU LgBan1ui1nsgIu Common Vulnerability Scoring System

v v
v

(CVSS) version Yagtiu Inednvinduasunaniseaasumnudasndysyuvansauna Insifisazidenadl feil
1.4.1 unasuguims (Executive Summary)
142 Fmsmsndeulaznadeulzszu in3esleililunismeadey
143 wansUszidiuing q Meazduaveslmviegaoeuiinu Usinuveddmuessszuulag
Faddupnuddnuemesimiinuiwedwilaiidanusndusufinomnly
144 wadwdveanimaaeulnnzszuy lnse19danuseduauid e (Risk) waznanszny
(Impact) Sadswedlmiinsanusgaziden
145 Aasiniisnaudlutedwifing sdeulideimuouurlumsudle/dsuusssung 9
aglusziumnuidssiivensuldl aaensuteiausuurlunsusugassuumsnmanuaende
15 #esnsrvdeunazlszidunnuiunsasndossuuaisaunanioisn1snsaaeut el
(Vulnerability Assessment) siotnadildluldlunismaaeuiaieszuu (Penetration Testing) 1 (Revisit) uazdnsh
MENUMIMAFEUNEIINA BAM Tidufiunsudlutesniud uasiimfsdeudsliuidny duduns
16 HuiuTnulidmiiag BaM dudunisuiulsauasatedlug (System Hardening) vaa BAM Tng

MsUnvedlmNenadimansenusaseauaUaanisvasssuumalulagansaumna

wonans: Wawe tne: 91037Nd wedlasey (Arporntip Pongcharoen) 10 52 )

R
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